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NOTICE

©2001 Telcordia technologies, Inc. The proposals in this submission have been formulated to assist committee T1P1.  This document is offered to the committee as a basis for discussion and is not binding on Telcordia Technologies. The requirements are subject to change in form and numerical value after more study. Telcordia Technologies specifically reserves the right to add to, or amend, the quantitative statements made herein.  Nothing contained herein shall be construed as conferring by implication, estoppel, or otherwise any license or right under any patent, whether or not the use of information herein necessarily employs an invention of any existing or later issued patent.

A. Introduction
This contribution proposes changes to T1P1/2001-087 to address additional U.S.-Specific requirements for Lawful Intercept for GPRS packet domain (Release 99).

B. Discussion
The following list summarizes the recommended changes relative to U.S. Lawful Interception requirements under CALEA necessary to enhance the T1P1 working document to establish a safe harbor for GPRS/R99 in the U.S..
1. Timing Requirements

Background: Section 8, HI2: Interface port for intercept related information, of 3GPP TS 33.108 V0.0.2 specifies “Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the relevant information is available.” In addition, Section 9.1 of 3GPP TS 33.108 V0.0.2 specifies “As a general principle, within a telecommunication system, intercept related information (IRI), if buffered, should be buffered for as short a time as possible. NOTE:
If the transmission of intercept related information fails, it may be buffered or lost.”  Section 6.2.3 of the working document specifies “Delivery of CAI over the CDC shall occur within eight seconds of receipt of that message by the IAP at least 95% of the time and with the communication event time-stamped to an accuracy of at least 200 milliseconds. See J-STD-025A 4.7 Timing Information [3].”

Discussion: Section 5, paragraphs 90 through 96 of the FCC Third Report and Order provide a full record of the proceedings and ruling with respect to the LEA requirement for timing information. Timing information allows LEAs to have the ability to associate communication-identifying information with the actual communication content. Timing information includes two elements:

1. Time Stamp Accuracy- Each communication-identifying message must be time stamped within a specific amount of time from when the event triggering the message occurred. This time stamp would allow the LEA to associate the message with the communication content.  DoJ/FBI proposed that the time stamp be accurate to within 100 milliseconds.  

The FCC ruled time stamp information is needed to identify "the origin, direction, destination, or termination" of any given communication and, thus, fits within the statutory definition of section 102(2) of CALEA.  In addition, the FCC ruled that the time stamp shall be accurate within 200 milliseconds.

2. Event Timing - Communication-identifying messages to the LEA must be sent within a defined amount of time after the event occurs to permit the LEA to associate the destination or termination (e.g., number dialed) to the conversation.  DoJ/FBI proposed that the event be defined as the time the message is received at the switch's IAP, and that delivery from the IAP to the LEA's Collection Function take place within 3 seconds 99% of the time.

The FCC ruled delivery of communication-identifying information, including time stamp information, to the LEA must, pursuant to section 103(a)(2), be provided in such a timely manner to allow that information "to be associated with the communication to which it pertains."  Furthermore, the FCC ruled that the event be defined as the time the communication-identifying information is received at the IAP. 

This information, including a time stamp, shall be transmitted to the LEA's Collection Function within eight seconds 95% of the time.

Both the DoJ/FBI original proposal and the FCC ruling for delivery of the message from the IAP to the LEA's Collection function within 8 seconds 95% of the time with 200 millisecond accuracy are within the bounds of circuit-switch system architectures, equipment and technology.  These metrics, however, are overly generous to telecommunications carriers of packet-based services given the various network designs and equipment used to provide packet-based services. 

Global System for Mobile (GSM) communications networks integrate the Global Positioning System (GPS) to improve position accuracy in difficult environments such as urban canyons, shaded areas, and indoors.  GPRS uses a packet-mode technique to transfer high-speed and low-speed data in GSM networks and introduces two new network nodes in the GSM PLMN: the Serving GPRS Support Node (SGSN) and the Gateway GSN (GGSN). The SGSN is connected to the base station system with Frame Relay. The Gateway GSN (GGSN) provides interworking with external packet-switched networks, and is connected with SGSNs via an IP-based GPRS backbone network. Applications based on standard data protocols are supported, and interworking is defined with IP networks.

While GPS receiver figures for predictable time accuracy are 340 nanoseconds within two standard deviations of time error (~95 % accuracy), Network Time Protocol (NTP), a widely used method to provide accurate time transfer over the Internet, has been known to be able to synchronize clocks to within 1 millisecond on a local-area network and to within a few tens of milliseconds on wide-area networks.  The typical accuracy on the Internet ranges from about 5 ms to 100 ms, possibly varying with network delays. Recent data published by the Time Service Department of the U.S. Naval Observatory indicates that at least 94 public-access NTP Stratum 1 servers, those that derive primary time from a hardware source, are in operation around the globe, and of these more than 40 (~42%) use GPS as their time reference.

Requirement: U.S. Law enforcement agencies require real-time, full-time monitoring capability for interceptions. Real-time access to communication-identifying information refers to access to communications that occurs concurrently with the establishment of a service execution. In addition, access to communication-identifying information generated after service establishment should be provided concurrently with the transmission to or from the intercept subject.  Full-time monitoring refers to the ability to access and monitor all service activity associated with the intercept subject on a 24 hour-per-day basis.

· Delivery of the communications-identifying information from the IAP to the LEA's Collection function within 3 seconds 99% of the time.

· The time stamp be accurate to within 100 milliseconds.

Recommendation: Move relevant text in Section 4.2.3.of the working document to a separate Section and specify “Delivery of CII over the CDC shall occur within three seconds of receipt of that message by the IAP at least 99% of the time and with the communication event time-stamped to an accuracy of at least 100 milliseconds.”

NOTE: This recommendation is reflected and has been incorporated in the body of the working document in Section 4.2.3. A new section has been created in the body of the document, namely Section 4.4, to address Timing requirements for the U.S.

2. Delivery Interface for Intercept Related Information (HI2)

Background:  U.S. Law enforcement agencies require the transmission of the intercept subject’s communication content and communication-identifying information to a designated law enforcement monitoring facility. Access to intercept features is controlled by telecommunications carriers. Law enforcement agencies will work with telecommunications carriers in advance to arrange for delivery of intercepted communications to a monitoring location.  The formats will be jointly agreed upon by law enforcement and telecommunications carriers.
U.S. Law enforcement recognizes that the CALEA law does not limit the number of interfaces used for the transmission of the intercepted communications to a monitoring location.  However, it is highly desirable to law enforcement that telecommunications carriers reuse or apply formatting from existing specifications for surveillance delivery interfaces for their service.  The intention is to consolidate the number of interfaces law enforcement will need to comply with.  

It is highly desirable to U.S. law enforcement agencies that the facilities and format for transmitting the intercepted communications to the monitoring location be standard, cost effective, and generally available (e.g., Digital Signal, Level 0 (DS0), ATM Permanent Virtual Circuits (PVCs), and IP packets).

Discussion: The HI2 described in 3GPP TS 33.108 V0.0.2 currently specifies that there are two possible methods for delivery of Intercept Related Information (IRI) (or Communication-Identifying Information [CII]) to the LEMF, namely Remote Operation Service Element (ROSE) and File Transfer Protocol (FTP). The HI3 described in 3GPP TS 33.108 V0.0.2 currently specifies that there are two possible methods for delivery of content of communication (CC) to the LEMF, namely the GPRS LI Correlation Header and UDP/TCP and FTP.

Recommendation:  The GSM PLMN GPRS service is an Internet Protocol (IP) domain.  Given that GPRS networks support interworking with networks based on the IP, and there is an expressed desire by U.S. Law enforcement to consolidate the number of interfaces law enforcement will need to comply with, it is recommended that the protocol stack of the delivery interface for CII not employ specialized Session and Presentation Layer delivery method. Figure 1 depicts a logical implementation of this recommendation. 

Virtual Private Network (VPNs) technology can be employed to provide site-to-site connectivity between the GSM PLMN and the LEMF over a shared public infrastructure for delivering IRI to the LEMF.  IP Tunneling protocols such as IP Security (IPSec) can be used to provide additional security layers (e.g., encryption, authentication, key management) for the IRI packets that are transported to the LEMF. The use of authenticated and encrypted logical links in conjunction with tunneling technology provide a reasonable approach. 
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NOTE: This recommendation is reflected and has been incorporated in the body of the working document in Section 4.2.3.

Figure 1.  Sample Protocol Stack for Delivery Interface of IRI

3. Delivery Interface for Content of Communication (HI3)

Discussion:  Annex C, Section C.1.4 of the 3GPP TS 33.108 recommends, but does not require, the use of IPSec when the GPRS LI Correlation Header is chosen as the delivery method for Content of Communication (CC).   FTP is not viewed by U.S. Law enforcement as a timely method of delivery for CC. 

Recommendation:  It is recommended that IPSec be used for the delivery interface of CC in U.S. networks. If approved, then appropriate provisions shall me made in the working document to require that capabilities be provided for decoding, decompressing, or decrypting the communications. 

NOTE: This recommendation is reflected and has been incorporated in the body of the working document in Section 4.3.

4. Security

In the area of security, Telcordia Technologies believes that 3GPP TS 33.108 should be expanded in order to meet the U.S. Law enforcement needs.  The following text provides background information, Law enforcements requirements, and when possible a recommendation on the appropriate changes in the T1P1 working document (T1P1/2001-087). 

4.1 Encryption

Background: U.S. Law enforcement agencies require telecommunications carriers to transmit the intercept subject’s communication content and communication-identifying information to a designated law enforcement monitoring facility. 
Requirement: If the telecommunications carrier controls and/or provides coding, compression, encryption, or any other security technique on the intercepted communications as part of the service provided to the intercept subject, U.S. Law enforcement agencies require the telecommunications carrier to decode, decompress, or decrypt the intercepted communications or provide capabilities for decoding, decompressing, or decrypting the communications. 

Recommendation:  It is recommended that text be added in the working document to explicitly address U.S. Law enforcement agencies requirements.  

4.2 Integrity

Background: Integrity refers to the ability to prevent any alteration or mutilation of the transported data, and the capability to immediately detect when the integrity is compromised.

Requirement: U.S. Law enforcement agencies require telecommunications carriers to be able to transmit the intercepted communications to a monitoring location without altering the communication content or meaning (exclusive of any protocol/encoding format changes required for delivery to law enforcement).  

Recommendation:  If requirements are introduced which expose the integrity of the intercepted communications, then appropriate provisions shall me made in the working document to require that capabilities to ensure the integrity of the communications is maintained. Integrity can be achieved using hashing algorithms. These algorithms generate a unique fingerprint of the transported data. When the transported data is altered, the fingerprint does not match anymore and appropriate actions can be undertaken (like retransmission of data).
5. Performance and Quality

In the area of performance and quality, Telcordia Technologies believes that 3GPP TS 33.108 should be expanded in order to meet the U.S. Law enforcement needs.  The following text provides background information, Law enforcements requirements, and when possible a recommendation on the appropriate changes in the T1P1 working document (T1P1/2001-087). 

Background: Reliability refers to the probability that a system or product will perform in a satisfactory manner for a given period of time when used under specified operating conditions. Availability refers to explicit agreements between the communicating parties about up- and downtimes of the systems. 

Discussion: The ability to access and monitor all service activity associated with an intercept subject on a 24 hour-per-day basis is fundamental to LAES.

Requirement: U.S. Law enforcement agencies require:

· the reliability of the service supporting the interception to be at least equal to the reliability of the subject’s service, when the network assures the quality or reliability of the communication service offered to the subscriber.  Law enforcement requires a higher level of reliability than is offered to the subject’s service when the network does not make any assurances on the quality or reliability of the communication service offered to the subscriber (e.g., IP generally does not provide any reliability guarantees within the network).  In these cases, law enforcement requires some level of reliability in the method of delivery to the monitoring facility (e.g., TCP over IP) greater than that offered as part of the intercept subject service.

· the quality of the service supporting the interception to adhere to applicable performance standards of the telecommunications carrier. Quality of service in regard to the interception refers to the quality specification of the communications channel or system used to transmit the intercepted communications. For example, quality of service may be measured based on quantitative factors, such as packet loss, bit error rate, packet transfer delay (latency), packet transfer delay variation (jitter) or any other parameters used to measure transmission quality. 

The capability for the GPRS system to negotiate QoS imposes a responsibility on the telecommunications carrier to report to U.S. Law enforcement agencies information on the services and features subscribed to by the intercept subject prior to intercept implementation and during the interception. Namely, events such as the network invoking a PDP Context Modification procedure in order to change the QoS negotiated during the PDP context activation procedure or at previously performed PDP context modification procedures.shall be reported to U.S. LEAs, including the delivery of CII information related to the parameters of the negotiated QoS.  These changes in the intercept subject’s service might affect the Quality of service in regard to the interception.

· the ability to detect and resolve problems with (1) the interception of communication-identifying information and communication content, and (2) the transmission of the intercepted communications to the designated monitoring facility. 

· that telecommunications carriers have plans for ensuring that system upgrades, software upgrades, and other network management procedures do not disrupt or terminate ongoing interceptions.
Recommendation:  Provisions shall be made in the working document to ensure the requirements of U.S. Law enforcement are met.  

6. Other Recommendations

1. Added definitions for communication-identifying information (CII) and for communication in Section 3.1.

2. The 3GPP TS 33.108 specification notes in various places that GGSN interception is a national option and location information may not be available in this case. It is recommended that this optional requirement be revisited as part of the current effort to determine whether it will remain optional for the U.S.

3. Location Dependent Interception [interception of a target mobile within a network service area that is restricted to one or several interception areas (a subset of the network service area comprised of a set of cells which defines a geographical zone)] is not required in the U.S..  This capability, if provided, should be administrable and should not interfere with the ability of U.S. Law enforcement agencies to effect LAES.

4. The Lawful interception identifier (LIID), among other information, might contain a lawful authorization reference number. Section 7.1 of 3GPP TS 33.108 currently specifies that “The authorized NWO/AP/SvP shall enter for each target identity of the interception subject a unique LIID”.  This requirement must be changed to address the fact that in the U.S. a single warrant may cover more than one intercept subject identity.  If the word “shall” remains in TS 33.108, then the administration object model will have to be modified for the U.S. to permit the one to many relationship.

5. Law enforcement agencies require notification from TSPs of changes made to the intercept subject’s service profile during an ongoing interception regardless of whether changes are driven by a service order or directly initiated by the intercept subject. For example, the subject of an ongoing interception may add additional bandwidth to their service. In this case, law enforcement may use the service profile change information to determine whether to update the intercept authorization and/or arrange for additional bandwidth to support the delivery of intercepted communications.

The capability for the GPRS system to negotiate QoS imposes a responsibility on the telecommunications carrier to report to U.S. Law enforcement agencies information on the services and features subscribed to by the intercept subject prior to intercept implementation and during the interception. Namely, events such as the network invoking a PDP Context Modification procedure in order to change the QoS negotiated during the PDP context activation procedure or at previously performed PDP context modification procedures shall be reported to U.S. LEAs, including the delivery of CII information related to the parameters of the negotiated QoS.  These changes in the intercept subject’s service might affect the Quality of service in regard to the interception.

Provisions should be made in the working document to address this requirement.

6. Detailed information about the events and the content of the CII messages (which parameters are included in each message to report each event) to be sent to the LEMF must be included in this specification.  Some material currently available in the ETSI TS 101 509 V8.1.0 might be of use. A first draft of this material is provided in Section 4.2.2.2. Please note that new parameters have been introduced for the U.S.. However, associated Stage 3 and ASN.1 material is not included in this contribution.  If the proposed content is accepted, the author will assist in the creation of the Stage 3 and ASN.1 material.

7. Section 6, the following changes have been noted:

· The GPRS Attach event has been split into two events, namely GPRS Attach (successful) and GPRS Attach (unsuccessful);

· A new End of intercept with PDP context active event has been added to address the need to notify LEA over the CDC, by sending a CII-END message, upon deactivation of LI.  

· A new PDP Context Modification event has been added to address the need to notify LEAs of a modification of an intercepts subject’s active PDP context.

8. Section 6, the following changes have been noted:

· Changed the name of a number of parameters listed in the HI2 ASN.1 parameter column.

· Added the intercepted-Call-Direct parameter as it is designed to provide information about whether GPRS PDP Context activation and deactivation events are initiated by the mobile station or the network.  

· Added the communicationIdentifier parameter because the ASN.1 definition of the SMS-report parameter mandates the inclusion or the communicationIdentifier.  

· Added the nature-Of-The-intercepted-call parameter because this field indicates SMS or GPRS packet-data is being sent through the HI3 interface.  

· Added the serverCenterAddress parameter because it identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT. 

· Added the sgsnAddress parameter because it provides the address (IP or X.25) of the SGSN containing the IAP.

9. Section 7, the following changes have been noted:

· Added the following codepoints to the GPRSEvent parameter:

a. pDPContextActivationUnsuccessful (3)

b. gPRSAttachUnsuccessful (7)

c. endOfInterceptionWithPDPContextActive(8)

d. pDPContextModification (9)

C. Recommendation

Approve all recommended changes.

Lawful Intercept for GPRS and UMTS

Secretariat

________________________________

Approved  month, day, year
________________________________
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This standard specifies the Lawful Intercept capabilities for GPRS and UMTS.
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4. Foreword

This foreword is not part of this standard. 

This standard has been produced to standardize the handover interfaces for lawful interception of Packet-Data services within a Third Generation Mobile Communication System (3GMS) in the United States.  The specification defines the handover interfaces for delivery of lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement Monitoring Facility for General Packet Radio Service (GPRS) systems (Release 99). A future release will specify capabilities for the UMTS Multi-Media Domain. Subsequent releases will address additional UMTS capabilities, as necessary.

(This page intentionally left blank.) 

Lawful Intercept for GPRS and UMTS

1. Scope, purpose, and application

The scope of this standard is Lawful Intercept (LI) capabilities for Packet-Data services within a Third Generation Mobile Communication System (3GMS).  This standard defines handover interfaces for delivery of lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement Monitoring Facility for General Packet Radio Service (GPRSThe scope includes the definition of IRI [herein referred to as Communication-Identifying Information (CII)] and associated triggering events, reporting records (herein referred to as messages), parameters and reporting methods. The scope also includes the definition of CC and associated protocols, encoding, and reporting methods. CII and CC information is delivered to Law Enforcement Agencies (LEAs) over the Communication Data Channel (CDC) and Communication Content Channels (CCC), respectively.

This standard is applicable to 3GMS GPRS systems and has been constructed to address U.S. Communication Assistance for Lawful Enforcement Act (CALEA) requirements.
2. Normative references

[1] 3GPP TS 33.108 Lawful Intercept Handover Interface for Packet Data (Release 1999).

[2] ANSI J-STD-025 Lawfully Authorized Electronic Surveillance, December 1997.

[3] TIA/EIA/IS-J-STD-025-A Lawfully Authorized Electronic Surveillance, May 2000.

3. Definitions and acronyms

3.1 Definitions



Communication-Identifying Information: Defined in CALEA as “Dialing or signaling information that identifies the origin, direction, destination, or termination of each communication generated or received by a subscriber by means of any equipment, facility, or service of a TC. 47 U.S.C. Section 1001(2).”  

Communications: Defined as intelligence of any nature transmitted by any method.  It encompasses the term “electronic communications,” as defined in 18, U.S.C. 2510(12), any transfer of messages, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectric, or photo-optical system, etc.  The term also includes “wire communications” as defined in 18, U.S.C. 2510(1).
3.2 Acronyms

CII
Communication-Identifying Information

CALEA
Communication Assistance for Lawful Enforcement Act
CC
Content of Communication


CCC
Communication Content Channel
CDC
Communication Data Channel
FTP
File Transfer Protocol
GPRS
General Packet Radio Service
GSN
GPRS Support Node
IAP
Intercept Access Point
IP
Internet Protocol
LEA
Law Enforcement Agency

LI
Lawful Intercept

ROSE
Remote Operations Service Element

TCP
Transmission Control Protocol
UMTS
Universal Mobile Telecommunication System
UDP
User Datagram Protocol
4. 3GMS GPRS Packet-Data Services 
4.1 Architecture and IAPs

Figure 1 shows the CII Intercept Access Point (IAP) and CC IAP on GPRS Support Nodes (GSNs) or 3G GSNs for the Packet-Data services. CII and CC information is delivered to the LEAs over the CDC and CCC channels, respectively. The Access and Delivery functions may reside on the same or different network nodes. 
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Figure 1:
3 GMS GPRS Packet-Data Services LI Architecture

4.2 Communication-Identifying Information 

4.2.1 Events and data

The CII events and data to be reported are defined in TS 33.108 Table 1: Mapping between GPRS Events and HI2 record type, Table 2: Mapping between Events information and IRI information, and clause 7 Specific identifiers for LI [1].

The following exceptions, additions, and requirements apply for CALEA:

1.
Where lawfully authorized, location information shall be reported for all CII events listed in 3GPP TS 33.108 [1], and possibly enhanced in this document.  An administration option shall be provided to allow the telecommunications carriers the ability to control, on a per-surveillance basis, the delivery of Location communication-identifying information.: 

-





4.2.2 Messages and formats

The CII events and data are encoded into messages as defined in TS 33.108 Table 1 Mapping between GPRS Events and HI2 records type and Annex B.4 Intercept related information (HI2) [2]. 

The following exceptions, additions, and requirements apply for CALEA.

4.2.2.1 Introduction

This section describes the information flows between the Delivery Function and the LEA Collection Function to support Lawfully Authorized Electronic Surveillance (LAES).   The information flows are described as records (messages) and information carried by a message.

CII is described in terms of a causing event and information associated with that event.  Within each CII message there is a set of events to support the particular service and a data dictionary to define a set of information elements to support the events.

This section focuses on describing the information being transferred to the LEA Collection Function, rather than the transfer mechanism.

4.2.2.2 Message Descriptions

The communication events described in TS 33.108, Table 1: Mapping between GPRS Events and HI2 record type, Table 2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication.  This section describes those events and supporting information, as well as any additions made for CALEA.

Each record (message) is described as consisting of a set of parameters. Each parameter is either:

· mandatory (M)—required for the message,

· conditional (C)—required in situations where a condition (defined in he usage column of the table where it occurs) is met, or

· optional(O)—provided at the discretion of the implementation.
The information to be carried by each parameter is identified.  Please note that both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions.  The Stage 2 inclusion takes precedence over Stage 3 syntax.

4.2.2.2.1 REPORT

The REPORT message is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.

The REPORT message shall be triggered when:

· the intercept subject’s mobile station is successful at performing a GPRS attach procedure;

· the intercept subject’s mobile station is unsuccessful at performing a GPRS attach procedure;

· the intercept subject’s mobile station is successful at performing a GPRS detach procedure, for both network initiated and mobile station initiated detach procedures;

· the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure, either initiated by the MS or by the Network;

· the intercept subject’s mobile station performs a cell and/or routing area update, if no PDP context is active.

· the SMS-Centre successfully receives the SMS-Mobile Originated (MO) communication from the intercept subject’s mobile station;

· the intercept subject’s mobile station receives a SMS Mobile-Terminated (MT) communication.

The REPORT message includes the following parameters:
	Parameter
	MOC
	Usage

	lawfulInterceptionIdentifier
	M
	Identifies the intercept subject.

	Timestamp
	M
	Identifies the date and time that the event was detected.

	gPRSCorrelationNumber
	C
	Include to uniquely identify the PDP context delivered to the LEA which is used to correlate CII messages with CC (unique identification of the tunnel to the LEA).

	GPRSevent
	M
	Identifies the particular action of the target (i.e., GPRS Attach, GPRS Attach Unsuccessful, GPRS Detach, PDP Context Activation Unsuccessful, Cell and/or RA Update, and SMS)

	partyInformation/msISDN
	C
	Include to identify the intercept subject identity with the MSISDN.

	partyInformation/imsi
	M
	Include to identify the intercept subject identity with the IMSI.

	partyInformation/imei
	C
	Include to identify the intercept subject identity with the IMEI.

	partyInformation/pDP-address-requested-by-the-target

(NEW Requested PDP address)
	C
	Include to identify the static address requested in association with a PDP context activation (i.e., sent by MS in Activate PDP Context Request) when the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure.

	partyInformation/pDP-address-offered-to-the-target

(New Offered PDP address)
	C
	Include to identify the address offered by the network in association with a PDP context activation (i.e., sent by the Network in a Request PDP context activation message), when the intercept subject’s mobile station rejects a network-initiated PDP context activation.

	requestedPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the requested PDP address.

	offeredPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the offered PDP address.

	partyInformation/aPN
	C
	Include to identify the packet data network to which the intercept subject requested to be connected when the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network) and to identify the access point of the packet data network that requested to be connected to the MS when the intercept subject’s mobile station rejects a network-initiated PDP context activation (Network to MS).

	locationOfTheTarget/globalCellId
	C
	Include, when delivery is authorized, to identify the cell number of an intercept subject’s mobile station.

	locationOfTheTarget/rAId
	C
	Include, when delivery is authorized, to identify the routing area code of an intercept subject’s mobile station.

	nature-Of-The-intercepted-call
	C
	Include, for SMS-MO or SMS-MT, to indicate SMS content is being sent through the HI2 or HI3 interface.

	serverCenterAddress
	C
	Include, for SMS-MO or SMS-MT, to identify the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters.

	sMS
	C
	Include to provide SMS content and associated information.

	requestedQOS
(New parameter)
	C
	Include to identify the QoS parameters (Reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) requested in association with a PDP context activation (i.e., sent by MS in Activate PDP Context Request) when the intercept subject’s mobile station is unsuccessful at performing a PDP context activation procedure.

	gPRSOperationErrorCode
	C
	Include, when an intercept subject’s mobile station is unsuccessful at performing a GPRS attach or a PDP context activation procedure.  This parameter gives information about the reason(s) for failure events.

	sgsnAddress
	C
	Include to provide the address (IP or X.25) of the SGSN containing the IAP when the underlying data carriage does not imply that system.


4.2.2.2.2 BEGIN

The BEGIN message is used to report packet-data communication attempt events. A BEGIN message is the first event of a communication attempt.

The BEGIN message shall be triggered when:

· the intercept subject’s mobile station is successful at performing a PDP context activation procedure to establish a PDP context between the MS and the network for a specific QoS. The PDP context activation may be requested by the MS or by the network;
· the interception of a subject’s communications is started and at least one PDP context is active. If more than one PDP context is active, a BEGIN message shall be generated for each PDP context that is active.

The BEGIN message includes the following parameters:
	Parameter
	MOC
	Usage

	lawfulInterceptionIdentifier
	M
	Identifies the intercept subject.

	timestamp
	M
	Identifies the date and time that the event was detected.

	intercepted-Call-Direct
	M
	Identifies whether the PDP context activation or deactivation is network-initiated, intercept-subject-initiated, or not available.

	gPRSCorrelationNumber
	M
	Uniquely identifies the PDP context delivered to the LEA which is used to correlate CII messages with CC (unique identification of the tunnel to the LEA).

	gPRSevent
	M
	Identifies the particular action of the target (i.e., PDP Context Activation and Start Of Interception With PDP Context Active)

	partyInformation/msISDN
	C
	Include to identify the intercept subject identity with the MSISDN.

	partyInformation/imsi
	M
	Include to identify the intercept subject identity with the IMSI.

	partyInformation/imei
	C
	Include to identify the intercept subject identity with the IMEI.

	partyInformation/pDP-address-requested-by-the-target

(Requested PDP address)
	C
	Include to identify the static address requested by the intercept subject’s mobile station, and allocated by the Network in association with a successful PDP context activation (i.e., request is sent by MS in Activate PDP Context Request). 

	partyInformation/pDP-address-allocated-to-the-target

(Allocated PDP Address)
	C
	Include to identify the dynamically allocated address of the intercept subject in association with a PDP context activation (i.e., address is sent by the Network in an Activate PDP Context Accept), when the intercept subject’s mobile station is successful at performing a PDP context activation procedure and the PDP Context activation request did not contain a static PDP address.

	partyInformation/pDP-address-offered-to-the-target

(Offered PDP Address)
	C
	Include to identify the address offered by the network in association with a PDP context activation request (i.e., request is sent by the Network in a Request PDP context activation message) when the intercept subject’s mobile station accepts a network-initiated PDP context activation request.

	requestedPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the requested PDP address.

	offeredPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the offered PDP address.

	allocatedPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the allocated PDP address.

	partyInformation/aPN
	C
	Include to identify the packet data network to which the intercept subject requested to be connected (MS to Network)and to identify the access point of the packet data network that requested to be connected to the MS (Network to MS).

	locationOfTheTarget/globalCellId
	C
	Include, when delivery is authorized, to identify the cell number of an intercept subject’s mobile station.

	locationOfTheTarget/rAId
	C
	Include, when delivery is authorized, to identify the routing area code of an intercept subject’s mobile station.

	nature-Of-The-intercepted-call
	C
	Include to indicate GPRS packet-data is being sent through the HI3 interface.

	sgsnAddress
	C
	Include to provide the address (IP or X.25) of the SGSN containing the IAP when the underlying data carriage does not imply that system.

	requestedQOS

(New parameter)
	C
	Include to identify the QoS parameters (Reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) requested in association with a PDP context activation (i.e., sent by MS in Activate PDP Context Request).

	negotiatedQOS

(New parameter)
	C
	Include to identify the QoS parameters (reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) negotiated by the network in association with a PDP context activation procedure (i.e., Negotiated QoS is sent by the Network in Activate PDP Context Accept message).


4.2.2.2.3 END

The END message is used to report the end of packet-data communication attempt events. An END record is the last event of a communication attempt.

The END message shall be triggered when:

· the intercept subject’s mobile station performs a PDP Context Deactivation procedure;

· the interception of a subject’s communications is ended and at least one PDP context is active. If more than one PDP context is active, an END record shall be generated for each PDP context that is active.

The END message includes the following parameters:

	Parameter
	MOC
	Usage

	lawfulInterceptionIdentifier
	M
	Identifies the intercept subject.

	timestamp
	M
	Identifies the date and time that the event was detected.

	intercepted-Call-Direct
	M
	Identifies whether the PDP context activation or deactivation is network-initiated, intercept-subject-initiated, or not available.

	gPRSCorrelationNumber
	M
	Uniquely identifies the PDP context delivered to the LEA which is used to correlate CII messages with CC (unique identification of the tunnel to the LEA).

	gPRSevent
	M
	Identifies the particular action of the target (i.e., PDP Context Deactivation and End Of Interception With PDP Context Active)

	partyInformation/msISDN
	C
	Include to identify the intercept subject identity with the MSISDN.

	partyInformation/imsi
	M
	Include to identify the intercept subject identity with the IMSI.

	partyInformation/imei
	C
	Include to identify the intercept subject identity with the IMEI.

	partyInformation/pDP-address-requested-by-the-target

(Requested PDP address)
	C
	Include to identify the static address requested by the intercept subject’s mobile station, and allocated by the Network in association with a successful PDP context activation (i.e., request is sent by MS in Activate PDP Context Request). 

	partyInformation/pDP-address-allocated-to-the-target

(Allocated PDP Address)
	C
	Include to identify the dynamically allocated address of the intercept subject in association with a PDP context activation (i.e., address is sent by the Network in an Activate PDP Context Accept), when the intercept subject’s mobile station is successful at performing a PDP context activation procedure and the PDP Context activation request did not contain a static PDP address.

	partyInformation/pDP-address-offered-to-the-target

(Offered PDP Address)
	C
	Include to identify the address offered by the network in association with a PDP context activation request (i.e., request is sent by the Network in a Request PDP context activation message) when the intercept subject’s mobile station accepts a network-initiated PDP context activation request.

	requestedPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the requested PDP address.

	offeredPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the offered PDP address.

	allocatedPDP-type
	C
	Indicates the PDP type (e.g., X.121, IPv4, IPv6) for the allocated PDP address.

	partyInformation/aPN
	C
	Include to identify the packet data network to which the intercept subject requested to be connected (MS to Network)and to identify the access point of the packet data network that requested to be connected to the MS (Network to MS).

	locationOfTheTarget/globalCellId
	C
	Include, when delivery is authorized, to identify the cell number of an intercept subject’s mobile station.

	locationOfTheTarget/rAId
	C
	Include, when delivery is authorized, to identify the routing area code of an intercept subject’s mobile station.

	nature-Of-The-intercepted-call
	C
	Include to indicate GPRS packet-data is being sent through the HI3 interface.

	sgsnAddress
	C
	Include to provide the address (IP or X.25) of the SGSN containing the IAP when the underlying data carriage does not imply that system.

	requestedQOS

(New parameter)
	C
	Include to identify the QoS parameters (Reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) requested in association with a PDP context activation (i.e., sent by MS in Activate PDP Context Request) when the reason for deactivation is “QoS not accepted”.

	negotiatedQOS

(New parameter)
	C
	Include to identify the QoS parameters (reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) negotiated by the network in association with a PDP context activation procedure (i.e., Negotiated QoS is sent by the Network in Activate PDP Context Accept message) when the reason for deactivation is “QoS not accepted”.

	gPRSOperationErrorCode
	M
	Include to provide information about the reason(s) for the PDP Context Deactivation.


Note: The gPRSOperationErrorCode parameter will have to be expanded to include a cause for “End of Interception”. This will impact the Stage 3 and ASN.1 definition of this parameter.  This contribution did not make the modification in Section 7 to reflect the additional codepoint.
4.2.2.2.4 CONTINUE

The CONTINUE message is used to report CC relevant communication-identifying information while a PDP context is active. 

The CONTINUE message shall be triggered when:

· the intercept subject’s mobile station performs a cell and/or routing area update, and, at least one PDP context is active;

· the intercept subject’s mobile station receives and accepts a PDP context modification request from the network to change the QoS negotiated during the PDP context activation procedure or at previously performed PDP context modification procedures, . The PDP context modification request procedure can be initiated by the network at any time when a PDP context is active.
The CONTINUE message includes the following parameters:
	Parameter
	MOC
	Usage

	lawfulInterceptionIdentifier
	M
	Identifies the intercept subject.

	timestamp
	M
	Identifies the date and time that the event was detected.

	gPRSCorrelationNumber
	M
	Uniquely identifies the PDP context delivered to the LEA which is used to correlate CII messages with CC (unique identification of the tunnel to the LEA).

	gPRSevent
	M
	Identifies the particular action of the target (e.g., Cell and/or RA Update, PDP context modification)

	partyInformation/msISDN
	C
	Include to identify the intercept subject identity with the MSISDN.

	partyInformation/imsi
	M
	Include to identify the intercept subject identity with the IMSI.

	partyInformation/imei
	C
	Include to identify the intercept subject identity with the IMEI.

	locationOfTheTarget/globalCellId
	C
	Include, when delivery is authorized, to identify the cell number of an intercept subject’s mobile station.

	locationOfTheTarget/rAId
	C
	Include, when delivery is authorized, to identify the routing area code of an intercept subject’s mobile station.

	nature-Of-The-intercepted-call
	C
	Include to indicate GPRS packet-data is being sent through the HI3 interface.

	sgsnAddress
	C
	Include to provide the address (IP or X.25) of the SGSN containing the IAP when the underlying data carriage does not imply that system.

	negotiatedQOS

(New parameter)
	C
	Include to identify new QoS parameters (reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) negotiated by the network in association with a PDP context modification procedure (i.e., Negotiated QoS is sent by the Network in Modify PDP Context Request message).


4.2.3 Reporting methods

The following delivery methods for CII over a CDC have been defined in TS 33.108 Annex A.1 [1]:

ROSE
FTP
The following exceptions, additions, and requirements apply for CALEA:

-
Delivery of CII over a CDC shall not be limited to the methods defined in TS 33.108 Annex A.1 [1]. Other delivery methods shall be allowed for CALEA, such as one consistent with J-STD-025A in which the Protocol Stack of the delivery interface does not employ a specialized Session and Presentation layer delivery methods. 

Virtual Private Network (VPNs) technology can be employed to provide site-to-site connectivity between the GSM PLMN and the LEMF over a shared public infrastructure for delivering IRI to the LEMF.  IP Tunneling protocols such as IP Security (IPSec) can be used to provide additional security layers (e.g., encryption, authentication, key management) for the IRI packets that are transported to the LEMF. The use of authenticated and encrypted logical links in conjunction with tunneling technology provide a reasonable approach.

-
Timing requirements for U.S. networks are included in Section 4.4. 
-

-
If ROSE is used, the following applies:

-  ROSE shall not be employed for the delivery interface of CII in U.S. networks.
-
If FTP is used, the following applies:

-  FTP shall not be employed for the delivery interface of CII in U.S. networks.
4.3 Communication content reporting methods

The following possible delivery methods for CC over a CCC have been identified:

UDP or TCP/IP
as defined in TS 33.108 Annex C.1 GPRS LI Correlation Header [1]

FTP

as defined in TS 33.108 Annex C.2 FTP [1]

The following exceptions, additions, and requirements apply for CALEA:

-
Delivery of CC over a CCC is not limited to the identified methods. Other delivery methods are allowed for CALEA.
-
Timing requirements for U.S. networks are included in Section 4.4.
-
If UDP or TCP/IP is used, the following applies:

· IPSec shall be required for the delivery interface of CC in U.S. networks.

· TCP/IP shall be required for the delivery interface of CC in U.S. networks.

-
If FTP is used, the following applies:

- FTP shall not be employed for the delivery interface of CC in U.S. networks.
4.4 Timing

Timing information includes two elements:

1. Time Stamp Accuracy- Each communication-identifying message must be time stamped within a specific amount of time from when the event triggering the message occurred. This time stamp would allow the LEA to associate the message with the communication content.  Time stamp information is needed to identify "the origin, direction, destination, or termination" of any given communication under the statutory definition of section 102(2) of CALEA.  

2. Event Timing - Communication-identifying messages to the LEA must be sent within a defined amount of time after the event occurs to permit the LEA to associate the destination or termination (e.g., number dialed) to the conversation.  Delivery of communication-identifying information, including time stamp information, to the LEA must, pursuant to section 103(a)(2), be provided in such a timely manner to allow that information "to be associated with the communication to which it pertains."  Event timing is defined as the time the communication-identifying information is received at the IAP.

The following exceptions, additions, and requirements apply for CALEA:

· Communications-identifying information shall be delivered from the IAP to the LEA's Collection Function within 3 seconds 99% of the time.

· The time stamp shall be accurate to within 100 milliseconds.

5. 

[Editor Note:  The Document Revision History is not intended to be part of the standard. The purpose is to track versions. The intention is to remove this section before publication.]
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6. Attachment 1:  33.108 Table 1 and Table 2 (for illustrative purposes only)
Table 1 and Table 2 from 33.108 are provided here for illustrative purposes only and these tables are not intended to be part of this standard. The objective is to reference 33.108 and have a single source. Changes, additions, and deletions to the tables will be accomplished as necessary by referencing 33.108 and providing only the new or modified in this standard.
Table 1: Mapping between GPRS Events and HI2 records type

	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context activation (unsuccessful)
	REPORT

	Start of intercept with PDP context active
	BEGIN

	PDP context deactivation
	END

	Cell and /or RA update
	REPORT if no PDP context is active

CONTINUE if, at least, one PDP context is active

	SMS
	REPORT


The following exceptions, additions, and requirements apply for CALEA:
· The GPRS Attach event has been split into two events, namely GPRS Attach (successful) and GPRS Attach (unsuccessful);

· A new End of intercept with PDP context active event is required to address the need to notify LEA over the CDC by sending a CII-END message upon deactivation of LI.  
· A new PDP Context Modification event is required to address the need to notify LEAs of a modification of an intercepts subject’s active PDP context. 
	Event
	IRI Record Type

	GPRS attach (successful)
	REPORT

	GPRS attach (unsuccessful)
	REPORT

	End of intercept with PDP context active
	END

	PDP context modification
	CONTINUE


Table 2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation/msISDN

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation/imsi

	observed IMEI 
	Target Identifier with the IMEI of the target subscriber (monitored subscriber)
	partyInformation/imei

	allocated  PDP address
	Dynamically assigned PDP address of the  target.
	partyInformation/pDP-address-allocated-to-the-target

	requested PDP address
	Static PDP address requested by the  target.
	partyInformation/pDP-address-allocated-to-the-target

	offered PDP address
	PDP address offered by the network to the  target..
	partyInformation/pDP-address-allocated-to-the-target

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	gPRSevent

	event date
	Date of the event generation in the xGSN
	timeStamp

	event time
	Time of the event generation in the xGSN
	

	Access Point Name
	The APN of the access point
	partyInformation/aPN

	Allocated PDP type
	This field describes the allocated PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
	partyInformation/allocatedPDP-type

	Requested PDP type
	This field describes the requested PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
	partyInformation/requestedPDP-type

	Offered PDP type
	This field describes the offered PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
	partyInformation/offeredPDP-type

	communication direction 
	This field indicates whether the PDP context activation or deactivation is MS directed or network initiated.
	intercepted-Call-Direct

	communication identifier
	This field is used to uniquely identify  an intercepted communication. 
	communicationIdentifier

	Nature of intercepted communication
	This field indicates SMS or GPRS packet-data is being sent through the HI3 interface.
	nature-Of-The-intercepted-call

	CID
	Unique number for each PDP context delivered to the LEMF , to help the LEA, to have a correlation between each  PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	CGI (Cell Global ID)
	Cell number of the target; for the location information
	locationOfTheTarget/globalCellId

	routing area code
	Routing-area-code of the target defines the Routing Area in a GPRS-PLMN
	locationOfTheTarget/rAId

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason(s) for failed context(s) activation of the target subscriber.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason(s) for failed attach attempts of the target subscriber.
	GPRSOperationErrorCode

	SGSN Address
	This field provides the address (IP or X.25) of the SGSN containing the IAP.
	sgsnAddress

	Server center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	ServerCenterAddress

	Requested QoS
	Include to identify the QoS parameters (Reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) requested by the intercept subject’s mobile station.
	reuestedQoS

	Negotiated QoS
	Include to identify the QoS parameters (Reliability class, delay class, Precedence class, Peak throughput, and Mean throughput) offered by the network to the intercept subject’s mobile station.
	offeredQoS


NOTE:
LIID parameter must be present in each record sent to the LEMF.

7. Attachment 2: 33.108 ASN.1 for CAI (for illustrative purpose only)
The following is the current CAI ASN.1 from 33.108. This ASN.1 is provided for illustrative purposes only and is not intended to be part of this standard. The objective is to reference 33.108 and have a single source. Changes, additions, and deletions to the ASN.1 will be accomplished by importing into this standard from 33.108 and modifying as necessary.

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

sending-of-IRI  OPERATION ::= 

{


ARGUMENT
IRIContent


ERRORS

{ OperationErrors }


CODE

global:{ hi2DomainId sending-of-IRI (1)  version1 (1)}

}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 

-- The timer.default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

IRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Begin-Record


iRI-End-record


[2] IRI-Parameters,


iRI-Continue-record

[3] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Continue-Record


iRI-Report-record

[4] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Report-Record


...

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

--This values may be sent by the LEMF, when an operation or a parameter is misunderstood,

IRI-Parameters

::= SEQUENCE 

{


iRIversion





[23] ENUMERATED


{



version2(2),



…

} OPTIONAL,


-- if not present, it means version 1 is handled


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier ,



--This identifier is associated to the target.


communicationIdentifier




[2] CommunicationIdentifier,



--used to uniquely identify an intercepted call.



-- called CallIdentifier in Edition 1 of the document


timeStamp





[3] TimeStamp, 



--date and time of the event triggering the report.) 


intercepted-Call-Direct 

[4] ENUMERATED 


{



not-Available(0),



originating-Target(1),




-- in case of GPRS, this indicates that the PDP context activation 




-- or deactivation is MS requested



terminating-Target(2),




-- in case of GPRS, this indicates that the PDP context activation or deactivation is 




-- network initiated


...


} OPTIONAL,


locationOfTheTarget



[8] Location OPTIONAL,



--location of the target subscriber


partyInformation 



[9] SET SIZE (1..10) OF PartyInformation OPTIONAL, 



--This parameter provides the concerned party (Originating, Terminating or forwarded party),



-- the identiy(ies) of the party and all the information provided by the party. 


nature-Of-The-intercepted-call 
[12] ENUMERATED 


{



--Nature of the intercepted „call„ :



gSM-SMS-Message(1),
--the SMS content is sent through the HI2 or HI3  „data„ interface



gPRS-Packet-Data(5),



--the data are sent through the HI3 „data„ interface



...


} OPTIONAL,


serverCenterAddress

[13] PartyInformation OPTIONAL,



--e.g. in case of SMS message this parameter provides the address of  the relevant 



--server within the calling (if server is originating) or called (if server is terminating)



-- party address parameters


sMS





[14] SMS-report OPTIONAL,



--this parameter provides the SMS content and associated information


national-Parameters

[16] National-Parameters OPTIONAL,


gPRSCorrelationNumber
[18] GPRSCorrelationNumber OPTIONAL,


gPRSevent 



[20] GPRSEvent OPTIONAL,



-- This information is used to provide particular action of the target



-- such as attach/detach


sgsnAddress 


[21] DataNodeAddress OPTIONAL,


gPRSOperationErrorCode 
[22] GPRSOperationErrorCode OPTIONAL,


...

}

-- PARAMETERS FORMATS

CommunicationIdentifier

::= SEQUENCE 

{


communication-Identity-Number
[0] OCTET STRING (SIZE (1 .. 8)) OPTIONAL,



--Temporary Identifier of an intercepted call to uniquely identify an intercepted call



--within the node (free format). This parameter is mandatory if there is associated 



--information sent over HI3interface (CClink, data,..) or when 



--CommunicationIdentifier is used for IRI other than IRI-Report-recor



--This parameter was called call-Identity-Number in Ed.1 of the document


network-Identifier

[1] Network-Identifier,


...

}

--NB : The same „CommunicationIdentifier„ value is sent :

--with the HI3 information  for correlation purpose between  the IRI and the 

--information sent on the HI3 interfaces (CCLink, data, ..)

--with each IRI associated to a same intercepted call for correlation purpose between 

--the different IRI

Network-Identifier

::= SEQUENCE 

{


operator-Identifier


[0] OCTET STRING (SIZE (1 .. 5)), 



--it's a notification of the NWO/AP/SvP in ASCII- characters



--the parameter is mandatory.


network-Element-Identifier
[1] Network-Element-Identifier OPTIONAL,


...

}

Network-Element-Identifier
::= CHOICE 

{


iP-Format


[3] OCTET STRING    (SIZE (1 .. 25)),



--IP address


dNS-Format


[4] OCTET STRING    (SIZE (1 .. 25)),



--DNS address


...

}

TimeStamp 



::= CHOICE 

{


localTime


[0] LocalTimeStamp,  


utcTime



[1] UTCTime

}


--The UTC Time is an ASN1 universal class and its format is the one defined 


--in case b) of  the ASN1 recommendation [33] (year month day 


--hour minutes seconds)

LocalTimeStamp



::= SEQUENCE 

{


generalizedTime




[0] GeneralizedTime,



--The generalized Time format is an ASN1 universal class and its format is the 



--one defined in case a) of the ASN1 recommendation [33], b) (year



--month day hour minutes seconds)


winterSummerIndication


[1] ENUMERATED 


{ 



notProvided(0), 



winterTime(1), 



summerTime(2), 



... 


}

}

PartyInformation 


::= SEQUENCE 

{


party-Qualifier 
[0]  ENUMERATED 


{



.



gPRS-Target(3),



...


},


partyIdentity 

[1] SEQUENCE 


{



imei



[1] OCTET STRING (SIZE (8)) OPTIONAL,




--See MAP format [32]



imsi



[3] OCTET STRING (SIZE (3..8)) OPTIONAL,




--See MAP format [32] International Mobile 




--Station Identity E.212 number beginning with Mobile Country Code



msISDN



[6] OCTET STRING (SIZE (1..9)) OPTIONAL,




-- MSISDN of the target, encoded in the same format as the AddressString




-- parameters defined in MAP format document ref [32], § 14.7.8



...


},


services-Data-Information [4] Services-Data-Information OPTIONAL,



-- This parameter is used to transmit all the information concerning the complementary



-- information associated to the basic data call


...

}

Location
::= SEQUENCE 

{


globalCellID

[2] OCTET STRING  (SIZE (5..7)) OPTIONAL,



--see MAP format (see [32])


,


rAI




[4] OCTET STRING (SIZE (6)) OPTIONAL,



-- the Routeing Area Identifier is coded in accordance with the § 10.5.5.15 of



-- document ref [41] without the Routing Area Identification IEI (only the 



-- last 6 octets are used)


gsmLocation


[5] GSMLocation OPTIONAL,

 
umtsLocation

[6] UMTSLocation OPTIONAL,


sAI




[7] OCTET STRING  (SIZE (7)) OPTIONAL,



-- format:
PLMN-ID
3 octets (no. 1 – 3),



--


LAC

2 octets (no. 4 – 5),



--


SAC

2 octets (no. 6 – 7)



--


(according to 3GPP TS 25.413)


...

}

GSMLocation 
::= CHOICE 

{


geoCoordinates 
[1] SEQUENCE



{



latitude
[1]
PrintableString (SIZE(7..10)),




-- format : 
XDDMMSS.SS



longitude
[2]
PrintableString (SIZE(8..11))




-- format : 
XDDDMMSS.SS


},



-- format : 
XDDDMMSS.SS



-- 



X 


: N(orth), S(outh), E(ast), W(est)



--



DD or DDD 
: degrees (numeric characters)



--



MM


: minutes (numeric characters)



--



SS.SS 

: seconds, the second part (.SS) is optionnal



-- Example :



--


latitude short form

N502312



--


longitude long form

E1122312.18


utmCoordinates
[2] SEQUENCE



{



utm-East 
[1] PrintableString (SIZE(10)),





utm-North 
[2] PrintableString (SIZE(7))




-- example
utm-East
32U0439955



--

utm-North
   5540736

 
},


utmRefCoordinates  
[3] PrintableString (SIZE(13)),


-- example
32UPU91294045




wGS84Coordinates  
[4] OCTET STRING (SIZE(7..10))


-- format is as defined in GSM 03.32; polygon type of shape is not allowed.

}

UMTSLocation ::= CHOICE {


point




[1]

GA-Point,


pointWithUnCertainty
[2]

GA-PointWithUnCertainty,


polygon




[3]

GA-Polygon,


...

}

GeographicalCoordinates ::= SEQUENCE {


latitudeSign


ENUMERATED { north, south },


latitude



INTEGER (0..8388607),


longitude



INTEGER (-8388608..8388607),


...

}

GA-Point ::= SEQUENCE {


geographicalCoordinates

GeographicalCoordinates,


...

}

GA-PointWithUnCertainty ::=SEQUENCE {


geographicalCoordinates

GeographicalCoordinates,


uncertaintyCode



INTEGER (0..127)

}

maxNrOfPoints





INTEGER ::= 15
GA-Polygon ::= SEQUENCE (SIZE (1..maxNrOfPoints)) OF


SEQUENCE {



geographicalCoordinates

GeographicalCoordinates,



...


}

SMS-report

::= SEQUENCE 

{


communicationIdentifier



[1] CommunicationIdentifier,



-- used to uniquely identify an intercepted call : the same used for the



-- relevant IRI



-- called CallIdentifier in Ed.1 of the document


timeStamp



[2] TimeStamp,



--date and time of the report. The format is  



--the one defined in case a) of the ASN1 recommendation [33].



--(year month day hour minutes seconds) 


sMS-Contents


[3] SEQUENCE 


{



initiator



[1] ENUMERATED 



{




--party which sent the  SMS




target(0),




server(1), 




undefined-party(2),




...



},



transfer-status

[2] ENUMERATED 



{




succeed-transfer(0), --the transfer of the SMS message succeeds




not-succeed-transfer(1), 




undefined(2),




... 



} OPTIONAL,



other-message

[3] ENUMERATED 



{




--in case of terminating call, indicates if the server will send




--other SMS




yes(0),




no(1), 




undefined(2),




... 



} OPTIONAL,



content


[4] OCTET STRING (SIZE (1 .. 270)) ,





--Encoded in the format defined for the SMS mobile 



... 


}

}

LawfulInterceptionIdentifier
::= OCTET STRING (SIZE (1..25))

It is recommended to use ASCII characters in "a"…"z", "A"…"Z", "-", "_", ".", and "0"…"9" 

--For sub-address option only "0"..."9" shall be us

National-Parameters

::= SET SIZE (1..40) OF OCTET STRING (SIZE (1..256)) 

--Content defined by national law

GPRSCorrelationNumber ::= OCTET STRING (SIZE(8))

GPRSEvent ::= ENUMERATED 

{


pDPContextActivation(1),


startOfInterceptionWithPDPContextActive(2),

pDPContextActivationUnsuccessful (3)

pDPContextDeactivation(4),


gPRSAttach (5),


gPRSDetach (6),

gPRSAttachUnsuccessful (7)


endOfInterceptionWithPDPContextActive(8)


pDPContextModification (9)

cellOrRAUpdate (10),


sMS (11),


...

}

-- see ref [42]

Services-Data-Information ::= SEQUENCE

{


gPRS-parameters [1] GPRS-parameters OPTIONAL,


...

}

GPRS-parameters ::= SEQUENCE 

{


pDP-address-allocated-to-the-target 
[1] DataNodeAddress OPTIONAL,


aPN 




[2] OCTET STRING (SIZE(1..100)) OPTIONAL,


pDP-type 



[3] OCTET STRING (SIZE(2)) OPTIONAL,


...

}

GPRSOperationErrorCode ::= OCTET STRING (SIZE(2))

-- refer to standard [41] for values(GMM cause or SM cause parameter).

DataNodeAddress ::= CHOICE 

{


ipAddress 
[1] IPAddress,


x25Address 
[2] X25Address,


...

}

IPAddress ::= SEQUENCE 

{


iP-type [1] ENUMERATED 


{



iPV4(0),



iPV6(1),



...


},


iP-value [2] IP-value,


...

}

IP-value ::= CHOICE 

{


iPBinaryAddress
[1] OCTET STRING (SIZE(4..16)),


iPTextAddress
[2] IA5String (SIZE(7..45)),


...

}

X25Address ::= OCTET STRING (SIZE(1..25))

END -- OF HI2Operations
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